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Abstract

This study aims to investigate the role of open-source systems in de-
veloping the skills of staff in information institutions, focusing on their ca-
pabilities and challenges within the College of Basic Education Library as a
case study. The study adopts a descriptive-analytical and applied approach
based on system workflow analysis and direct observation of library opera-
tions. The practical aspect was conducted through diagnosing the informa-
tion work environment, analyzing workflow processes such as cataloging,
circulation, search and retrieval, and evaluating the impact of open-source
systems on staff skills.

The findings reveal that open-source systems contribute positively to
enhancing basic professional and technical skills, particularly in routine
tasks such as data entry, cataloging, and circulation processes. They also
help improve work efficiency by reducing time and effort in daily library
operations. However, the use of advanced system functionalities remains
limited due to insufficient training, weak technical infrastructure, and lack of
technical support. The study also indicates that the library operates within a
hybrid environment combining both manual and electronic systems, which
affects the level of integration and overall performance.

Furthermore, the results show that although open-source systems pro-
vide significant opportunities for skill development, their effective utiliza-
tion is still constrained by several organizational and technical challenges.
The study concludes that maximizing the benefits of open-source systems
requires improving technical infrastructure, enhancing continuous train-
ing programs, and strengthening institutional support to fully develop staff
competencies in information institutions.

Keywords: Open Source Systems, Information Institutions, Library Staff
Skills, Workflow Analysis, Library Automation, Digital Libraries, Technical
Skills Development, KOHA System, Library Management Systems.
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Abstract

This research aims to highlight the role of digital systems integration in
supporting institutional knowledge environments used in the Central Library
of Diyala University. The library has adopted the Koha system for managing
library operations and the DSpace system for managing digital repositories.
The research examines the impact of this integration on improving informa-
tion organization and facilitating access to the university’s academic intel-
lectual output. It also addresses the importance of interoperability in linking
metadata of library resources to the complete digital content, thereby en-
hancing information retrieval efficiency and supporting researchers’ needs.
Furthermore, the research discusses the most prominent challenges facing
the integration of digital systems, whether technical or organizational. The
descriptive-analytical method was employed due to its suitability for ana-
lyzing the current state of the digital systems in use and the potential for
integration to better serve users. The research yielded several key findings,
most notably that the majority of the sample (75%) demonstrated a posi-
tive attitude, high acceptance, and advanced awareness of the importance
of digital systems in supporting knowledge environments, with a mean
score of 3.93. The item “Promoting Innovation and Knowledge Generation”
received the highest level of response, with an agreement rate of 93% and
a mean score of [missing value]. The score was high (4.15). The results
showed a high level of satisfaction among the sample members regarding
the ease of access to information and knowledge resources, with an agree-
ment rate of (93%) and an arithmetic mean of (4.25).
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Introduction:

Reliance on information systems and networks has become an essential
part of daily life, whether through mobile phones or various networked de-
vices. With this increasing dependence, there is an urgent need to protect
users’ data from cyber threats that may endanger information or affect its
integrity and security.

Research Problem: The study seeks to answer the following questions:
What are the jurisprudential and legal controls that can be relied upon to
protect users’ data? What are the major cyber threats facing information
systems and library archiving?

Significance of the Study: The importance of this study lies in its at-
tempt to provide practical solutions for protecting data and information from
external risks, ensuring their integrity and the continuity of their safe use,
especially in light of the increasing cyberattacks.

Objectives of the Study: This study aims to clarify the jurisprudential
and legal controls related to the protection of users’ data and to explain the
cyber threats facing information systems and library archiving.

Methodology: The study adopts the descriptive-analytical approach as
the most suitable method for describing and analyzing the phenomenon.
In addition, the comparative approach is used when necessary to compare
jurisprudential and legal perspectives.

Research Structure: The study consists of four main sections as follows:
Chapter One: Conceptual Framework

e Section One: The concept of protection linguistically and technically.
e Section Two: The concept of data linguistically and technically.

e Section Three: The concept of threats linguistically and technically.

e Section Four: The concept of cyber/cybersecurity linguistically and
technically.
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Chapter Two: Methods Used in Cybersecurity Threats and the Jurispru-
dential and Legal Controls

e Section One: Common methods used to threaten cybersecurity.
e Section Two: Jurisprudential controls.
e Section Three: Legal controls.

Chapter Three: Types of Cyber Threats and the Role of Library Archiving
in Protection

e Section One: Types of cyber threats.

e Section Two: The role of library archiving in protection.
Chapter Four: Future Challenges and Protection Mechanisms
e Section One: Future challenges.

e Section Two: Protection mechanisms.

Conclusion, Findings, and Recommendations.
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Abstract

This study aimed to identify smart libraries in terms of their concept,
characteristics, and features, as well as the most important dimensions that
must be available in any smart library, such as the technological, spatial,
service, and human dimensions, leading up to the dimension of digital pri-
vacy, which was identified in terms of its concept and the importance it
offers to users and library staff, in addition to the most important types of
privacy and its relationship to cybersecurity, leading up to the most impor-
tant challenges it faces, especially in light of the information and technologi-
cal explosion, The researchers followed the descriptive-analytical approach
in order to obtain a clear vision by using a random sample based on a
questionnaire as a data collection tool, which was distributed to 85 faculty
members from the College of Arts and 65 faculty members from the Poly-
technic College/Mosul, as they are more aware of digital privacy and smart
libraries. The study reached a set of results, the most important of which
were the following:

1. Digital privacy ensures complete trust between individuals, especially
if they feel their data is well-protected, which makes them more confident
in digital transactions.

2. Approximately 93.3% of the study sample confirmed that the emer-
gence of new criminal methods resulting from scientific and technological
advancements has negatively impacted the protection of rights and free-
doms in the digital world, potentially hindering their use of smart libraries
and leading to violations of digital privacy.

The study also recommended several measures, the most important of
which was increasing the awareness and culture of employees and benefi-
ciaries about the nature of digital privacy and what are the most important
software programs that help to protect it from violation and piracy, as well
as the need to reassure employees and beneficiaries of the library that their
data will be protected by relying on robust protection software to prevent
violation of their privacy and to achieve protection of intellectual property
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rights.

Keywords: Smart libraries, digital privacy, cybersecurity.
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(Pin Mapping) dau 31 dataswe V- Y-¢

(DHT22) auska 3319 51 yodt Ot piicine -\

l>s GPIO oz
Raspberry | =izl
KQ 10 &5l x5 5 [ GPIO4 | Pin'7 DATA iUl e 5
oaisa gl el A w3 | GPIO17 | Pin 11 DATA |cslo—2
oaisa gl el A w3 | GPIO27 | Pin 13 DATA |cslo—2
s
(I2C) U895 9,0 (BH1750) 3. Loy jadiiue - ¥
GPIO |Raspberry Pi Pin (PIN) jaizcdl o gs
- 3,3V VCC
- GND GND
GPIO2 |Pin 3 SDA
GPIO3 |Pin 5 SCL
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3L Jagt (MCP3008)

GPIO Raspberry Pi Pin | (PIN) &G JI v 5
- V3.3 VDD
- V3.3 VREF
- GND AGND
- GND DGND
GPIO11 |Pin 23 CLK
GPIO9 |Pin 21 DOUT
GPIO10 |Pin 19 DIN
GPIO8 | Pin 24 CS
(MCP3008) a3(3) as (MQ-135) jadictiue -¢
Jee 531 (MQ-135) ,niiews u g
) steas 0 SV VCC
2} 22» GND [ GND
)1 3 CHO | AOUT
(RIP) Asjadl adieua o
GPIO 8 ,adl Sl s | (PIN) i w0
- 5V VCC
GPIO22 (Pin 15 ouT
- GND GND

Y\¢ l
4818, v
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JlasVl Sl

LAN Ethernet

Raspberry Pi

RJ45 Ethernet

Relay Module

LAN J= A8 kel 5ler Joo 55 o | Router / Switch

(Stepper Motor Driver) jlgs dtawlgs dagtastt OIS pty -V

GPIO

Pin Raspberry Pi | Driver Pin

GPIOS

Pin 29

IN1

GPIO6

Pin 31

IN2

GPIO13

Pin 33

IN3

GPIO19

Pin 35

IN4

Sensors (Input)

Actuators & Control (Output)

(&saUaol 4218) DHT22 Raspberry Pi 4 Model B
D Vee ‘ 10K | PinNo. ~ PinNo. |
%} DATA DATA Power 1fol@l: sovoc
i o D 8 GrosM 3|O©]s  50VDC
g — 8 SDALl(e 3 (OO 6 Ground
(v Sgiaua - SN O] Dvl'lc"l;ll) 7 sciim 5O O] s Ground
D
- Y 7 607 7[ONO s GPIO15
- Em 11 6ro27 9O 6PI016
D Ground 106 GPIO1
o 0 o0 uloe g0t
- DHT22 R
(a8 gt - A5 501 vee ) — GPIO2 13 (NON(C) Ground
5 o a5
BB DATA DATA | GM03 15 L Gi04
B &l GND 33vc 17 [{ORE Ground
= — 12 P02 15[[O1O Ground
S ~—13cr013  «fOO= 6010
BH1750 GND A =14 crio14  BIONON 2 GPIO11
(8:L2Y1) SDA | Ground 25O 26 ey Sriom)
s 30 agg?ntmnm 27 (NORO M 28 (\xmlmsgblﬂ
GPIO 21 29 (OO 30 Ground
PIR SV 022 uOO2 6rI026
(&52d1) gﬂ; 6PI023 30O«  Ground
oo OO crio2s
PCM_FS/PWM1 i
Ground 39 [HE O 40 GPI0 29
MCP3008 (SPI ADC) e pout
3. § CHO VDD E 3.3V
13.3v

16-Channel LAN Relay Module

= gy =
=
Air Conditioner
15 ey Exhaust Fan
16 )
1
Library Lamp
4,
g T 58
10— Router/Switch
11
31 Stepper Motor Driver (e.g., ULN2003 type)

31k

5V GND

MQ-135 (cls4)l 392

AC adapter

Legend (0193 zliie)

—— 5V Power Analog Signal
—— 3.3V Power ~—— SPIBus

— GND ~— Analog Signal
—— Digital Signal (GPIO) === Ethernet (LAN)
— 12CBus

o 0 L A JSC3
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import RPi.GPIO as GPIO
import Adsfruit DHT
import smbus

import spidev

import time

# o--- Laleldl olalaeyl ---
GPID.setmode(GPIO0.BCM)
GPIO.setwarnings(False)

# islially posliall dayes
I2C BUS = 1

BH1756_ADDR1 = @x23

BH1758 ADDR2 = @x5C

#1 =130
DHT1 = 4
PIR1 = 17

STEPPERL = [5, 6, 13, 19]
RELAY1 AC = 20
RELAY1_LIGHT = 21

RELAYL HUM = 26

#2 i3
DHT2 = 22
PIR2 = 27

RELAYZ_AC = 12
RELAY2_LIGHT = 16

# aluae) SPT 4 I2C

spi = spidev.SpiDev()
spi.open(@, @)
spi.max_speed hz = 1000000
bus = smbus.SMBus{I2C_BUS)

def setup hardware():
# 11 311e) Relays olsjse< (Active LOW s:L=)
relays = [RELAY1 AC, RELAY1 LIGHT, RELAY1 HUM, RELAY2 AC, RELAY2 LIGHT]
for pin in relays:
GPIO.setup(pin, GPIO.OUT, initial=GPIO.HIGH)

# Lady )l Slolasdl alas]

GPIO.setup(PIR1, GPIO.IN)
GPIO.setup(PIR2, GPIO.IN)

Vo &S A kel 5l A2 5 1Y) IS




46
47
43
49
58
51
52

1 48401 Ologlal! Aaghiie : I Hnd!

# o sahs 1l Hynall
for pin in STEPPER1:
GPIO.setup(pin, GPIO.OUT, initial=8)

# - pl=illg Bel il

def read_mgl35(channel):
"tiala, sue jLall seiws 3+1 53 MCP30@S"™T
adc = spi.xfer2([1, (8 + channel) << 4, 8])
data = ((adc[1] & 3) << 8) + adc[2]
# 10 Ziasy35 isles PPM 5 uga 1o iLiV 18,-bit ADC
ppm = (data / 1823.8) * 2080
return round(ppm, 2)

def read lux({addr):
YUYy edTwae e BeLay¥| 3ad 3sl 3 BHLTSEUTT
try:
data = bus.read_i2c_block data(addr, 8x28) # High Res Mode
return round((({data[@] << 8) | data[1]) / 1.2, 2)
except:
return None

&7
B8
69
78
71
72
73
74
75
76
77
78
79
80
81
82

def control_stepper(direction, steps=512):
"M 510w Il psa3 1l (Half-step sequence)”""
seq = [[1,9,9,1], [1,e,0,0], [1,1,e,0], [@,1,9,0],
[e,1,1,e], [e,9,1,e], [e,e,1,1], [e,0,0,1]]
if direction == "CLOSE": seq.reverse()
__in range(steps):
for step in seq:
for i in range(4):
GPID.output({STEPPERL[1], step[i])
time.sleep(8.081)

# - oleLEl) €3l @23l ghia ---

def manage_hall 1():
h, t = Adafruit_DHT.read_retry{Adafruit_DHT.DHT22, DHT1)
lux = read_lux(BH1758_ ADDR1)
co2 = read_mgl35(8)
motion = GPIO.input(PIR1)

Yo oS Al Sl d2 5 VY S
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88

39

98

91

92

93

94

95

96

97

93

99
lea
101
102
1e3
le4
185
186
167
163
189
11e
111
112
113
114
115
116
117
115
119
128
121
122
123
124
125
126
127

def

if None in [h, t, lux]:
print("[Lns] 1 Z=till ol jedius 55145 3 J&id")
return

# (24-22) 351401 pSaill
GPIO.output(RELAYL AC, GPIO.LOW if t > 24 else GPIO.HIGH)

# (60-48) Losh, 0l pSaill
GPIO.output(RELAY1 HUM, GPIO.LOW if h < 48 else GPIO.HIGH)

# dslafly 45l0w Ly pswi )l (550@-500@ Lux)
if lux < 588:
control stepper("OPEN", 188)
if lux < 400: GPIO.output(RELAY1 LIGHT, GPIO.LOW)
elif lux > 558:
control stepper(“"CLOSE", 188)
GPIO.output(RELAY1 LIGHT, GPIO.HIGH)

# isy= 0l e FL5 aajeill #1338l
status = "ilgad " if motion else "(pl aisiwd] isl5,) iz yLa"
print(f"Hall 1: T:{t}C | H:{h}% | C02:{co2}ppm | Status:{status}")

manage hall 2():

h, t = Adafruit_DHT.read_retry(Adafruit _DHT.DHT22, DHT2)
lux = read_lux(BH1758@_ADDR2)

motion = GPIO.input(PIR2)

if None in [h, t, lux]: return

# (21-16) 3,511
GPIO.output(RELAY2 AC, GPIO.LOW if t > 21 else GPIO.HIGH)

# igy= 11y ssLadl (< 75 Lux)
if not motion:
GPIO.output(RELAY2_LIGHT, GPIO.HIGH) # _SLils sLah)
else:
GPIO.output(RELAY2_LIGHT, GPIO.LOW if lux < 78 else GPIO.HIGH)

print(f"Hall 2: T:{t}C | H:{h}¥ | Lux:{lux} | Motion:{motion}")

Yo S Ml Sler i VY IS
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128 # --- Liwla¥1 Zilall ---
129 try:
138 setup_hardware()
131 print("jesds il asd oS30 S )l psmill o pllt...™)
132 while True:
133 manage_hall 1{)
134 manage _hall 2()
135 time.sleep(2) # pansll Ol 325 So yLBS 31 5458
136 except KeyboardInterrupt:
137 print("\npisima Il go clhy alli ‘_ﬂj_:l )]
138 finally:
139 GPI0.cleanup()
146 spi.close()
tr $55 8kl Sler A2 ) € S
SIS @S Hlgmt A O lgd) Ama o d Y- -

1 import time

2 import Adafruit DHT

3 dimport smbus # FsLlay¥l yedbes go Jel=ill BH1750

4 import RPi.GPIO as GPIO

5

6 # (odesa ) sdosll idlia alas|

7 HVAC_READING_ROOM_PIN = 17

3 LIGHTS_READING_ROOM_PIN = 27

9 BLINDS_MOTOR_PIN = 22

10 HVAC_STORAGE_PIN = 23

11

12 GPID.setmode (GPIO.BCM)

13 GPIO.setup(HVAC_READING_ROOM_PIN, GPIO.OUT)

14 GPIO0.setup(LIGHTS READING ROOM PIN, GPIO.OUT)

15 GPIO0.setup(BLINDS MOTOR PIN, GPIO.OUT)

16 GPIO.setup(HVAC STORAGE PIN, GPIO.OUT)

17

18 # 5yl Ol yediias 2lie)

19 DHT_SENSOR = Adafruit_DHT.DHT22

28 READING_ROOM_DHT_PIN = 4

21 STORAGE_DHT_PIN = 5

22

23 # samdbmae g elad Bel 350 iiasy adl s I2C (BH175@)

24 def read_light_lux():

25 #_ Cdawe B3040 a1y L Siiall guahill .8 I2C Lis

26 return 608 # <Y 600 i yx3 Ia, 3

27

28 try:

29 while True:

30 # 1. allball ieoLd e 53hiwll

31 humidity rr, temp_rr = Adafruit_DHT.read_retry(DHT_SENSOR, READING_ROOM_DHT_PIN)

32 lux_level = read_light_lux()

33

34 if temp_rr is not None:

35 # oSSl JaRdSs pd o sdzns 24 ge B0l Dol 03]

36 if temp_rr > 24.0:

37 GPIO.output (HVAC_READING_ROOM_PIN, GPIO.HIGH) # Juzis

38 print("dau<ill Jugas p3 tdallhaell isL5.7)

39 elif temp_rr < 22.09:

a8 GPIO.output (HVAC_READING_ROOM_PIN, GPIO.LOW) # sl

41
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42
43
44
45
46
47
48
49
58
51
52
53
54
55
56
57
58
59
68
61
62
63
64
65
66
67

# 5lgil sga JWaiel (Daylight Harvesting)

if lux_level > 508:
# 550w aidy paolaall slik| 13381S Iiaiib 55La)
GPIO.output({LIGHTS_READING_ROOM_PIN, GPIO.LOW)
GPIO.output(BLINDS_MOTOR_PIN, GPIO.HIGH) # , S5t5wll aial <usys

else:
# iyl e Blanll 3505w Fue)y paoleadl Laa3 tdaies Taaab §5La]
GPIO.output(LIGHTS_READING_ROOM_PIN, GPIO.HIGH)
GPIO.output(BLINDS_MOTOR_PIM, GPIO.LOW)

# 2. a5 gisae e yhaw )
humidity st, temp_st = Adafruit_DHT.read_retry(DHT_SENSOR, STORAGE_DHT_PIN)

if temp_st is not None and humidity_st is not None:
#50 oo 2035 Y dasbys 20 50> 13kl el ® puoladk
if temp_st > 21.9 or humidity_st » 50.0:
GPIO.output(HVAC_STORAGE_PIN, GPIO.HIGH) # i.pbjll Jojes aopaill Jusds
print("islaxl Zassl Jumes pS lSay puixs rgymall.”)
else:
GPIO.output(HVAC_STORAGE_PIN, GPIO.LOW)

time.sleep(6@) # iiids J9 iiull pand

except KeyboardInterrupt:
GPIO.cleanup()
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Abstract

This study aimed to examine the role of the Internet of Things (IoT) in
preserving sensitive archival materials through the analysis of temperature
and humidity indicators in the Central Library of Al-Mustansiriyah University.
The study is based on the importance of environmental conditions as criti-
cal factors affecting the physical and chemical stability of archival materials,
particularly in hot climates such as Iraq.

The research adopted a descriptive-analytical approach combined with
an experimental method in its practical aspect. Data were collected through
a questionnaire distributed to a purposive sample of (30) staff members
working in archival and preservation units, in addition to real-time environ-
mental data obtained from IoT-based sensors installed in archival rooms.
Statistical analysis included arithmetic means, standard deviations, and
Pearson correlation coefficient to examine the relationships between vari-
ables.

The findings revealed that the use of IoT technologies significantly
improved continuous monitoring of environmental conditions, particularly
temperature and humidity levels. The results also indicated a strong nega-
tive correlation between environmental stability and material deterioration,
as well as between IoT usage and fluctuations in environmental indicators.
Furthermore, IoT-based systems proved to be more efficient than traditional
monitoring methods in supporting preventive preservation strategies.

The study concludes that integrating IoT technologies into archival en-
vironments enhances environmental control, reduces material deterioration,
and improves decision-making efficiency in preservation management. The
study recommends expanding the use of IoT systems in archival institutions
and training staff on their operation and data analysis to ensure sustainable
preservation of archival materials.
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Abstract

This study aims to develop a guideline for the applications of the Inter-
net of Things (IoT) in automating the library work environment, as well as
to identify key areas where this technology can be employed to enhance
library services and improve the efficiency of administrative and technical
operations. The significance of this study lies in its alignment with modern
technological advancements and its contribution to supporting libraries in
adopting smart solutions to address the growing challenges in managing
information resources and meeting users’ needs.

The study adopts a descriptive-analytical approach by reviewing and
analyzing relevant literature and previous studies on IoT and library auto-
mation. It also clarifies the concept of IoT and its core components, while
highlighting its major applications in the library environment, such as collec-
tion management and automation, smart circulation systems, and improv-
ing workplace efficiency.

Furthermore, the study proposes an integrated model for digitizing pro-
cedural operations within libraries, aiming to support librarians’ performance
and enhance the overall user experience.

Keywords

Internet of Things (IoT) , Libraries, Automation, Information Resources,
Operations Management
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